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What 1s strategy?

« A longterm plan

 Guides shorter term “tactical” plans

« Key to the organization’s mission

« Sometimes aformal planning methodology
* From the Greek strategos, a military leader
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Where does “security strategy” fit
n?
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Where does “security strategy” fit
n?
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Models of business strategy

« Formal methods of analyzing the
relationship between a mission, external
forces, and internal strengths/weaknesses

« Examples:

— The “Boston Sguare”
— Competitive Advantage
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The Boston Square

 Lifecycle based

 Driven by financial considerations
— Growth
— Cash flow

 Based on portfolio management
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Competitive Advantage

« Competitive advantage = source of sustained
profit advantage within industry

* Firm’srelationship with suppliers, customers and
competitors determines opportunities and threats

* How the firm deals with these opportunities and
threats is categorized as a generic strategy

* The generic strategy should drive strategic
planning
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Models of IT strategy

* Nolan/Gibson Stages of Growth

« “Technocratic” strategy models
— Information Engineering
— Critical Success Factors
— IBM’s Business Systems Planning
« “Strategic Systems”

— Can systems drive business strategy (rather than
vice-versa)?
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Nolan/Gibson Stages of Growth

A life cycle approach, tying together
technology expenditures, IT management
styles, and technical infrastructure

 Proposed anatural evolution in the use and
management of technology, driven by the
problems of the prior stage
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Nolan/Gibson Stages of Growth

« Stages.
— Initiation
— Contagion (unplanned growth)
— Control
— Integration (with broader business objectives)

— Data Administration (organization-wide
Information sharing)

— Maturity (full integration with business
planning)
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Technocratic Models

 Attempt to bring technology modeling and
systems analysis methods to bear on
business strategy development

 Reflect “state of the art”, hence become
dated very quickly

« E.g., Information engineering adopting the
data modeling techniques of structured
system analysis
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So much for background..

» Techniques for developing organization

strategy
» Techniquesfor developing an I T strategy

» Where does information security fit in?
— Tail?
— Or Dog?
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Building an IT Security Strategy

ISO 17799
ITIL
CoBIT

Cisco SAFE

*Economics
*Risk
*Compliance
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Building an IT Security Strategy

 Enterprise Model
* |T Model

* Information Security Model
— Management
— Technology

« Decision making criteria
» Planning recommendations (tactical plans)
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Enterprise Model

« Earlier “models of business strategy”
provided some
* Describe:
— Mission, goals, objectives
— Internal dynamics
— External forces

 Create a coherent narrative and aguide to
decision making
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I'T Model

« How does information technology support
the organizational model

 How is|T managed?

« Which IT investments support the
organization’s strategy?
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Technology Strategy

e Cisco SAFE Framework

— Logically divide a network into functional
security domains

— Based on standard Core/Distribution/Access
plus other areas for servers, DMZ, etc.

— A way to localize security requirements and
configure technical solutions
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Cisco SAFE Framework
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Management Strategy

« How to manage the security program
— Formal management structure (org chart, etc.)
— Informal social structure
— Scope of information security management
— Size of security function (staffing)
— How are decisions made?

— How Isthe effectiveness of the security
function evaluated
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Formal Management Structure

 Towhom does the senior information
Security executive?

 Scope of authority over I'T Security

 Authority over/ relations with related
functions
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Formal Management Structure
Example IT Security Organization
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Formal Management Structure
Organizational Interfaces
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Informal Social Structure

 Organizational culture and values
« Always dominate over formal policies
 Organizational sociology and anthropology
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Informal Social Structure

« Max Weber’s forms of leadership
— Charismatic
— Traditional
— Bureaucratic
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Scope and Size

 For which security functions should
Information security be directly
responsible?

» Where information security isindirectly

responsible, how should this be
accomplished

« Given the direct and indirect functions, how
much staff is required and at what cost?
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Decision making

« Combinesrisk analysis and economic
analysis

 Security purchases areduction in risk to
Information systems

* Thisimpliestwo main Issues:
— How isrisk managed
— How iIsinformation assigned an economic value
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Strategy and Risk

« How to measure risk

« How to determine criteriafor evaluating
risk vs. cost trade-offs

« How to manage cultural and psychological
Issues involving risk perceptions
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Strategy and Risk

e Classicrisk formulais Annualized Loss
Expectancy (ALE)

 Probability of an event times anticipated
loss If event occurs over aone year period

 Implieslarge number of small losses are
equivalent to asingle, lesslikely large loss

» |sthisvalidfor al (or most) cases?
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Risk: Takers, Neutral, Averse

 Actual behavior vs. expected payout from a
|ottery

« How much is a bet on the lottery worth to
you as actual cash in hand?
— Same as expected payout = risk neutral
— More than payout = risk taker
— Lessthan payout = risk averse
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Risk: Takers, Neutral, Averse
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Risk

« Willingness to accept risk may depend on

— Amount at stake

« Risk aversion may increase as the size of the possible |oss
INcreases

— Financial situation of individual taking risk

 “the famous Friedman-Savage double inflection utility
function”

» Risk aversion at low and at high income levels

« Note: Risk averse managers tend to place a higher
value on information

— Ronad H. Hilton — The Determinants of Information
Vaue: Synthesizing some General Results - 1981
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Information Economics

 Can you make decisions about information
based on its economic value?
* Prerequisites
— Define information as a discrete entity
— Assign organizational responsibility or
ownership of information
— Track the use of information within the
organization
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Is information an asset?

« UK Accounting Standard for Goodwill and
Intangible Assets FRS10
— Allowsfor valuing information as an asset

— In one study, not a single company did so!

« Wilson, Stenson, Oppenheim, “The Valuing of Information
Assetsin UK Companies”, Loughborough University, 2000

— Requirement that information have an identifiable
market value proved to be a barrier

— Companies preferred to view information as a service
than as an asset, even within I T
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